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Phoenix SecureGuard”™

Providing persistence for software

Phoenix Technologies Ltd®, a recognized leader in build-
ing world-class core-system software platforms, tools,
and applications, now introduces SecureGuard, a patent-
ed BIOS plug-in that allows PC OEMs to anchor critical
software components on the PC device by providingper-

sistence, tamper protection, and trust from root.
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SecureGuard Behavior

The SecureGuard plug-in provides protection in the form of
recovery from erasure and from damage of certain limited
information stored on the system.

The SecureGuard plug-in also makes it possible for OEMs to
add or remove management associated with objects even
after the system has been deployed into the field. Updates
are targeted to a specific model or even a specific serial num-
ber range so that those systems for which updates are
not targeted will not be affected by the new policies.

e SecureGuard can disable normal operation of the
system if its information has been compromised and the
system cannot be updated from the network or from
a mass storage device.

e SecureGuard can perform a system-information integrity
check during system initialization.

e SecureGuard can verify information integrity after the
system has initialized (i.e., periodically after the system
has loaded).
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‘ App Name: PhoenixMeter.exe
Description: PhoenixMeter

(> App Name: wmplayer.exe protected
“ Description: Windows Media Player
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App Name: regedt exe protected
Description: Registry Edtor

‘E‘ App Name: wget-1.10.2.exe Protected
Description:
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SecureGuard Benefits

B2C
After-Market Revenue

e Increase upfront bounty payments and revenue-share
payments from partners like Google™, Yahoo®, McAfee®,
Microsoft®, etc.

e Increase sales of approved after-market hardware
accessories, such as batteries, memory, docks, etc.

Less customer service cost

e Persistence for OEM customer service applications
reduces support calls and related costs.

B2B

Differentiated features for OEM B2B platforms and
business

e Protect your IT image and IT applications in SMB and
Enterprise accounts.

e Provide Admin console for IT and for your CIO.

Carrier/Telco
Differentiated features for OEM Carrier business

¢ Protect Carrier network connection manager and app store
in the OS.
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